
Automotive Network

کاربرد شبکه در خودروها
99بهمن –پنجم  ویرایش 

بهروز خطیبی: تهیه و تنظیم 



 دلایل نیاز به شبکه ها-مقدمه

 مفاهیم پرکاربرد در شبکه

 دسته بندی شبکه ها

پروتکل های شبکه

شیوه های عمومی عیب یابی

 206شبکه در

فهرست



یا

لازم شد( در خودرو ها)شبکه چی شد که 

Why Vehicle need Network
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Increasing of ECSs is mandatory !!!



Evolution of automotive electronics 
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GOAL ?









Analog – Digital
Open loop - Close loop

Node
BUS

Protocol
Gateway

Master-slave
Multi-master

Topology



















در سال : منطق فازی 

ر پروفسور لطفی زاده د

به دنیا 1965سال 

.معرفی شد





34

Microcontroller

VCC=+5v
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Power Transistor

Control Unit
Power Unit

Mi
cro
co
ntr
oll
er

It can programmed by software like Code Vision



A/D & D/A Converter

 A/D Converter  D/A Converter
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Open Loop Control (OLC) & Close Loop Control (CLC)



Node:
ه واحد های کنترل در یک شبک

نود میگویند 

هر گره در شبکه نیز: توجه 

نود خوانده می شود
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---NODE----

Some ECUs are used in the vehicle



BUS

نوعی ارتباط سیمی

( هندسه شبکه)

به صورت کلی به مفهوم کانال 

ارتباطی شبکه



مجموعه قوانین سخت افزاری و نرم افزاری در یک شبکه

پروتکل 

نامیده میشود

Protocol’s



Analog – Digital
Open loop - Close loop

Node
BUS

Protocol
Gateway

Master-slave
Multi-master

Topology
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Traditional Network 

connection 





Today Network connection 











Network type

دسته بندی از نظر نوع اتصال 

دسته بندی  از نظر  روش اتصال

دسته بندی از نظر نوع مالتی پلکس

SAEدسته بندی از نظر سرعت   

توپولوژی–دسته بندی از نظر هندسه شبکه 

دسته بندی از نظر نوع پروتکل



نوع 
اتصال

با سیم بی سیم







روش 
اتصال

موازی سری















نوع مالتی 
پلکسینگ

TDM

WDMFDM



TDM

WDM



FDM
Frequency division Multiplexing

WDM
Wave division Multiplexing







Networks Topology 
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Sample

VOLVO 
XC90



Sample



Sample









از نظر 
سرعت

SAE

Class 
A

Class 
C

Class 
B



کلاس های اصلی









کلاس های خاص













OSI layers







OSI and Protocols



















CAN ( Controller Area Network)

 It equals SAE Class C and has speed up 
to1 Mb/s.

Standard     11 bits.

Extended      29 bits.

Basic CAN = J 1939

CAN (500Kb/s) = J 2284-500

CAN Single Wire = J 2411





CAN LOW SPEED
(one  wire)



(CAN B)-Medium speed





CAN High SPEED









روش های عمومی پارازیت گیری 

استفاده از سیگنال های دیجیتال•

استفاده از سیم شیلد•
های هوشمند و فیلتر ها ICبا استفاده از •

روش تفاضلی   •

























CAN standard Data Frame



CAN Extended(Developed) 
Data Frame



Arbitration



Arbitration
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CAN Construction

Engine ECU BSIBUS

Ω

60

6060

60

We need at least 5 mins switched off for going to asleep and doing it.

CC,RT=60

OC,RT=120

Preventing interferences of reflection of electrical, optical or audio waves. 
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CAN in Peugeot 206

BUS
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VAN Construction

BSI

Instrument Panel

9004

9004

9005

9005 XE24

XE24

It can support up to 17 ECUs

BUS Activation = 12v
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Message construction in VAN

start Identifier Com information control End data Ack End

Start: Start of frame (10 bits)

Identifier: Identify of priority (12 Bits)

Com: Command and Control(4 bits)

Information: (28 bits)

Control: Control

End data: End data

Ack: Acknowledgement

End: End of frame
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VAN Body1
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Multiplex
Sending several signals through a wire

ECU

ECU

ECU

ECU

Signal Signal

Signal

Signal

BUS
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Continued of XC90
Powertrain and chassis                                    Body electronics
TCM: Transmission control module         CEM: Central electronic module
ECM: Engine control module                   SWM: Steering wheel module
BCM: Brake control module                     DDM: Driver door module
BSC: Body sensor cluster                        REM: Rear electronic module
SAS: Steering angle sensor                     SWM: Steering wheel module
SUM: Suspension module                        DDM: Driver door module
AUD: Audio module                                  PDM: Passenger door module

REM: Rear electronic module
Infotainment/Telematics                        CCM: Climate control module
MP1,2: Media players 1 and 2                  ICM: Infotainment control
PHM: Phone module                                UEM: Upper electronic module
MMM: Multimedia module                        DIM: Driver information module
SUB: Subwoofer                                      AEM: Auxiliary electronic
ATM: Antenna tuner module
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Continued of XC90

+ It’s used 40 ECUs.

+CAN1 : (TCM, ECM, BCM, etc.) and has a communication rate of 500 kbps.

+CAN2 : (DDM, PDM, CCM, etc.) and has a communication rate of 125 kbps.

+The central electronic module (CEM) is an ECU that acts as a gateway between the 
two CAN buses.

+A media oriented system transport (MOST) network defines networking for 
infotainment and telematics subsystems. It consequently connects ECUs for 
multimedia, phone, and antenna

+Finally, local interconnect networks (LINs) are used to connect slave nodes into a 
subsystem
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Smple1: Citroën C5
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Engine

control

Transmission

control

Anti-lock

brakes

Active

suspension

Dashboard

( gateway)

Airbag

Power

windows

Power

locks

Air

condition

Power

seats

Lighting

Electronic

stability

program

CAN

CAN

CAN
CAN

CAN

VAN
VAN VAN

VANVAN VAN

  BUSاستفاده از دو  

یکی

CAN  دیگریVAN
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و نمایش آنLINبیشترین کاربرد شبکه 
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استفاده های معمول از 

CAN,MOST,LIN,FlexRay
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پژو
4BUSاستفاده از 

 VANشبکه  3

 CANشبکه  1
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ECM

ABS

TCM

4WD

BCM

0004

keyless 

start

شبکه از نوع 

CAN



History

Diagnosis protocols
History

YEAR NAME Propose

1970’s
California Air Resources Board 
(CARB)

healthy air quality for people
Environmental Protection 
Agency (EPA),

Society of Automotive  
Engineers (SAE)

1985
(1991)

on-board diagnostic(OBD) emission system diagnostics

1989
(1996)

on-board diagnostic (OBD II) 

drivability and emission system 
diagnostics2001 European on-board diagnostics 

(EOBD)

2006 Enhanced On-Board 
Diagnostics (EOBD II)

access additional data and 
parameters than OBD II



OBD1 OBD2

Introduction 1991 1996

Nature Semi-automatic self-diagnostic 
system

Fully automatic self-diagnostic 
system

Function Access ECU and diagnose sensors 
and actuators 

Access ECU and diagnose 
sensors and actuators 

Standardization Not standardized Standardized on all vehicles 
made from 1996 

Application Californian standard Federal standard

Interface Manufacturer-specific Universal

OBD  vs  OBD II



Shape 

and 

locations

Protocols

Types Of OBD2 

Types Of OBD2



 There are two types of diagnostic link connectors 
(DLCs) defined by SAE J1962 - Type A and Type B.

 . The main difference between the two connectors is 
in the shape of the alignment tab.

Types Of OBD2
Shape & Location



 Location - According to J1962, Type A DLC "shall be located in the 

passenger or driver's compartment in the area bounded by the driver's 
end of the instrument panel to 300 mm (~1 ft) beyond the vehicle 
centerline, attached to the instrument panel and easy to access from 
the driver's seat. The preferred location is between the steering column 
and the vehicle centerline."

Type A
(J1962 - Vehicle Connector-12 V)



OBD II port location
12 V- type A



OBD II port location



 Type B DLC "shall be located in the passenger or driver's compartment 
in the area bounded by the driver's end of the instrument panel, 
including the outer side, and an imagined line 750 mm (~2.5 ft) beyond 
the vehicle centerline. It shall be attached to the instrument panel and 
easy to access from the driver's seat or from the Co-drivers seat or from 
the outside. The vehicle connector shall be mounted to facilitate mating 
and unmating."

Type B
(J1962 -Vehicle Connector -24 V )



Types Of OBD2 Protocols



SAE J1850 VPW

B class

10.4kb/s speed

GM company

2007 Used

Single wire



SAE J1850 PWM
(Common Motors utilize this protocol)

B class

40.6kb/s speed

Ford company

2007 Used

Pair wire



PWM   
(SAE J1850)

pulse-width modulated
• most DW busses and some SW busses

• all bits (zeros and ones) will be the same length

• With this type of binary code, a binary one is usually a high-voltage pulse (which
may be 21/2 V, 5 V, or 6 to 8 V) and a binary zero is a low-voltage pulse (zero volts or 
even a negative voltage



VPW
(SAE J1850)

variable pulse width
• SW busses use

• a binary one may be represented as a short, high-voltage pulse, but it may also be 
represented as a long, low-voltage pulse. Conversely, a binary zero may be 
represented as a short, low-voltage pulse or a long, high-voltage pulse.

• that the wave forms not truly vertical at the bits’ edges, but, rather, the edges 
are slanted. This allows the nodes on the data bus to distinguish between serial 
data and an induced voltage from a nearby circuit, which would tend to be more 
vertical at the edges.



ISO 9141-2
(Asian, Chrysler, and European cars)



ISO 14230 )KWP2000 (
(Asian vehicles)



ISO 15765-4/SAE J2480 (CAN)
(many vehicles made after 2008)



ISO 9141-2, ISO 14230 )KWP2000 (



ISO 9141-2, ISO 14230 )KWP2000 (



 خودرو هایی که از پروتکلISO –K bus  برای ارتباط با دستگاه

احتمالا از پایه های DTCعیب یاب استفاده می کنند برای دریافت 

شماره pinپایه اصلی . استفاده می کنندOBDدیگری نیز در ترمینال 

است 7

پروتکل ارتباط با دستگاه عیب یاب
ISO-K Bus
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KWP2000(Key Word Protocol)



206 OBD II connector  wiring



 If no modules can communicate with the scan tool, then a

total bus failure is indicated.

 If a total bus failure is indicated, then possible causes include:

 ■ A fault in scan tools connection links(cables and connectors)

 ■ A faulty master module.

 ■ Faulty power or ground circuits to the master module.

 ■ An open in one of the bus circuits from the master module.

 ■ A short to ground in one of the bus circuits.

 ■ A short to voltage in one of the bus circuits.

 ■ The two bus wires are shorted together.

No modules can communicate



OBD II BOB(Break Out Box)



Resistance 
testing



Voltage 
testing





Network DTC Code



 on the screen. The messages displayed can be as follows:
 ■ Bus (−) open.
 ■ Bus (+) and bus (−) open.
 ■ Bus (+) open.
 ■ Bus (+) shorted to bus (−).
 ■ Bus bias level too high.
 ■ Bus bias level too low.
 ■ Bus shorted to 5 volts.
 ■ Bus shorted to battery voltage.
 ■ Bus shorted to ground.
 ■ No bus bias.
 ■ No bus termination.
 ■ Not receiving bus messages correctly.

Network Common DTC’s massage







Sample DTC’s
DTC code U0101 Lost Communication with Transmission Control Module

What does 
that mean?

that the Transmission Control Module (TCM) and other control modules on the 
vehicle are not talking to each other.

Symptoms • Malfunction Indicator Lamp (MIL) on 
• Vehicle will not shift 
• Vehicle stays in one gear (usually 2nd or 3rd)

Potential 
Causes

• Open in the CAN bus + circuit 
• Open in the CAN bus - circuit 
• Short to power in either CAN bus circuit 
• Short to ground in either CAN bus circuit 
• Rarely - faulty control module 

Diagnostic 
and Repair 
Procedures

always to check for technical service bulletins (TSB) for your particular 
vehicle

source : https://www.obd-codes.com



Sample DTC’s
DTC code U0102 Lost Communication with Transfer Case Control Module

What does 
that mean?

the Transfer Case Control Module (TCCM) and other control modules on the vehicle 
are not talking to each other

Symptoms • Malfunction Indicator Light (MIL) On 
• 4WD / AWD / TCCM Light On or Flashing 
• Vehicle will not shift – stays in neutral 
• Vehicle stays in one gear (usually neutral; no forward gears)

Potential 
Causes

• Open in the CAN bus + circuit
• Open in the CAN bus - circuit 
• Short to power in either CAN bus circuit 
• Short to ground in either CAN bus circuit 
• Rarely - faulty control module 

Diagnostic 
and Repair 
Procedures

always to check for technical service bulletins (TSB) for your particular 
vehicle

source : https://www.obd-codes.com



Sample DTC’s

DTC code U0100-Lost Communication With ECM/PCM

What does 
that mean?

a serious situation where the signals between the electronic control module (ECM) 
or the powertrain control module (PCM) and a particular module have been lost

Symptoms • Vehicle stalls and will not crank or restart 
• OBD trouble code U0100 will be set and the check engine light illuminated 
• Vehicle may start after sitting idle for a period of time, however, it would be risky 

to operate because it could fail again at a most inopportune momen

Potential 
Causes

varius

Diagnostic 
and Repair 
Procedures

always to check for technical service bulletins (TSB) for your particular 
vehicle

source : https://www.obd-codes.com


